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State of Kansas File Processing Moves to AWS

The Kansas Department of Administration, established in 1953, serves as a central service agency dedicated to
supporting Kansas taxpayers, state employees, and government agencies. Its mission is to deliver exceptional
customer service consistently while leading by example through collaboration and cost-effective business
practices.

Within the Department, the Office of Systems Management (OSM) plays a critical role in supporting statewide
administrative systems. OSM provides technical development, systems architecture, and help desk services,
ensuring the reliability and efficiency of the Department’s IT infrastructure. Additionally, OSM offers project
management expertise and administrative support for enterprise applications, helping to drive innovation and
operational excellence across the organization.

Project Summary

For years, the Office of Systems Management (OSM) relied on an IBM Mainframe-based system to distribute
critical data across departments. While dependable, the system became increasingly difficult to maintain, scale,
and integrate with modern tools, limiting innovation and agility.

To address these challenges, OSM launched a cloud modernization initiative, selecting AWS for its scalability,
strong security, and proven success in government transformations. The project aimed to replace the legacy
system with a cloud-native solution, reduce operational costs, maintain familiar user-facing features for
continuity, and configure the new platform to meet all security and compliance standards for government data
handling.

The Challenge

To modernize its legacy file transfer system without disrupting operations, the State of
Kansas partnered with Sierra-Cedar to create FileVault, a secure, AWS-hosted file
transfer platform tailored for state agencies and PeopleSoft applications. The solution
blends familiar workflows with cloud-native technologies.

Built on AWS Transfer Family, FileVault provides secure SFTP access to files stored in
Amazon S3. By retaining MVS-style file naming conventions, the State made it easier for
users to transition from the mainframe while modernizing the underlying infrastructure.
Infrastructure provisioning was fully automated using Terraform, and files are stored in
a versioned S3 bucket with retention policies based on naming conventions. Security
was central to the design: users authenticate via SSH keys mapped to IAM roles, with IP
whitelisting and multi-AZ deployment providing both control and resilience.

Sierra-Cedar also helped implement a role and user management process using CSV
files for mapping permissions and keys. To improve usability, a custom page within
PeopleSoft enables authorized users to upload and download files via a browser, with
direct SFTP interaction handled through PeopleCode. Select app servers mount the S3
bucket to support seamless file access.

FileVault's phased rollout, beginning with the Department of Administration, enabled
redundant transfers for validation and continuity, supporting a smooth transition and
advancing the State’s modernization goals.




Client Benefits

The FileVault initiative delivered immediate and long-term benefits to the State of Kansas, combining
modernization with continuity and operational efficiency. Key outcomes include:
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Smooth Transition: The Department of Administration led a phased deployment with redundant file
transfers to validate the system, helping to avoid disruption to daily operations and providing feedback
for future rollouts.

Standardized File Transfers: FileVault replaced a patchwork of third-party FTP tools with a centralized,
browser-based interface integrated into PeopleSoft, simplifying training and promoting consistency
across agencies.

Operational Efficiency: With a unified SFTP platform, OSM significantly reduced support demands—
eliminating the need to troubleshoot multiple tools and manage varied authentication methods.
Improved Security and Control: FileVault uses static IP whitelisting, SSH keypairs, and AWS IAM roles,
managed through structured CSV files. This enhances auditability, enforces consistent access control,
and supports cloud governance best practices.

Streamlined User Experience: End users can upload and download files directly in PeopleSoft using
familiar menus, without external tools. The underlying complexity is hidden, keeping users focused on
their work.

Scalable and Future-Ready: Built using infrastructure-as-code, FileVault supports modular growth and
smooth onboarding of additional agencies, providing a secure, flexible platform for statewide file
transfers.
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